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Were you 
ready for 
COVID-19?
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Formal Opinion 
2020-300 
“Ethical 

Obligations for 
Lawyers Working 

Remotely”

Applicable Rules of Professional 
Conduct

• Rule 1.1 (Competence)

• Rule 1.6 (Confidentiality of 
Information)

• Rule 5.1 (Responsibility of Partners, 
Managers and Supervisory Lawyers)

• Rule 5.3 (Responsibilities Regarding 
Nonlawyer Assistance)
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CONFIDENTIALITY

ABA Model Rule 1.6 (Confidentiality)

(a)  A lawyer shall not reveal information relating to the 
representation of a client unless the client gives informed consent, 
the disclosure is impliedly authorized in order to carry out the 
representation or the disclosure is permitted by paragraph (b).

(c) A lawyer shall make reasonable efforts to prevent the 
inadvertent or unauthorized

disclosure of, or unauthorized access to, information relating to the 
representation of a client.
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Polling Question 1

Would a lawyer violate Rule 1.6 if 
she copied her client on an email 
to opposing counsel and the client 
responded with information that is 
confidential and privileged?

➔Answer YES, NO, or MAYBE.  
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Polling Answer 1

You guessed it – it’s maybe

See, Charm v. Kohn, 2010 WL 3816716 
(Mass. Super. Sept. 30, 2010) and ABA 
1.6(d).
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COMPETENCE

ABA Model Rule 1.1 (Competence)

A lawyer shall provide competent 
representation to a client. Competent 
representation requires the legal 
knowledge, skill, thoroughness and 
preparation reasonably necessary for the 
representation.
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Note on Comment [8]

“Any sufficiently advanced technology is indistinguishable 
from magic.”

― Arthur C. Clarke, Profiles of the Future: An Inquiry Into the Limited of the 
Possible

Comment [8] to ABA Rule 1.1 on competence requires that 
lawyers “keep abreast of changes in the law and its 
practice, including the benefits and risks associated with 
relevant technology. ... ”
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Polling Question 2

In an emergency situation, 
may a lawyer provide 
assistance in an area in which 
he is not skilled?

➔Answer YES, NO, or MAYBE.  
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Polling Answer 2

Maybe…

See, ABA Model Rule 1.1 Comment 
[3], but make sure you take necessary 
measures to get up to speed on novel 
issues in the COVID-19 environment.
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SECURITY

Attorneys and staff working remotely must 
consider the security and confidentiality of their 
client data, including the need to protect computer 
systems and physical files, and to ensure that 
telephone and other conversations and 
communication remain privileged. 
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Polling Question 3
I asked a paralegal in the firm to create a 
chart of the names, home addresses and 
social security numbers for a list of victims 
of identity theft.  He printed out and revised 
the chart several times and discarded draft 
versions in his home trash can.  He threw his 
tuna sandwich and coke can in the same 
trash can, so no one would go near it 
anyway, but do I have anything to worry 
about under the Rules of Professional 
Conduct since the paralegal, as a non-
lawyer isn’t bound by the Rules?

➔Answer YES, NO, or MAYBE.  
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Polling Answer 3

Yes!

See, ABA Model Rule 5.3:  
Responsibilities Regarding Nonlawyer 
Assistance
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Polling Answer 3
With respect to a nonlawyer employed or 
retained by or associated with a lawyer:

(a) a partner, and a lawyer who individually or 
together with other lawyers possesses 
comparable managerial authority in a law 
firm shall make reasonable efforts to ensure 
that the firm has in effect measures giving 
reasonable assurance that the person's 
conduct is compatible with the professional 
obligations of the lawyer;

(b) a lawyer having direct supervisory authority 
over the nonlawyer shall make reasonable 
efforts to ensure that the person's conduct is 
compatible with the professional obligations 
of the lawyer;

17



SUPERVISION

Rule 5.1 (Responsibilities of 
Partners, Managers, and 
Supervisory Lawyers)

Rule 5.3 (Responsibilities 
Regarding Nonlawyer 
Assistance)

A lawyer must make reasonable 
efforts to ensure that the firm has 
in effect requirements that any 
staff, consultants or other entities 
that have or may have access to 
confidential client information or 
data comply with the Rules of 
Professional Conduct with regard 
to data access from remote 
locations and that any discussions 
regarding client-related matters 
are done confidentially.  
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PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

All communications, including telephone calls, text messages, 
email, and video conferencing are conducted in a manner that 
minimizes the risk of inadvertent disclosure of confidential 
information 19



PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

Information transmitted through the Internet is done in a 
manner that ensures the confidentiality of client 
communications and other sensitive data
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PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

Their remote workspaces are designed to prevent the 
disclosure of confidential information in both paper and 
electronic form
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PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

Proper procedures are used to secure, and backup confidential 
data stored on electronic devices and in the cloud 
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PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

Any remotely working staff are educated about and have the 
resources to make their work compliant with the Rules of 
Professional Conduct 23



PBA Formal Opinion 2020-300 
CONCLUSIONS

When working remotely, attorneys and staff have an obligation 
under the Rules of Professional Conduct to take reasonable 
precautions to assure that:

Appropriate forms of data security are used
24
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GENERAL CONSIDERATIONS

Protection of Electronic Data

Specifying

Specifying how and 
where data created 
remotely will be stored 
and, if remotely, how the 
data will be backed up;

Requiring

Requiring the encryption 
or use of other security 
to assure that 
information sent by 
electronic mail are 
protected from 
unauthorized disclosure;

Using

Using firewalls, anti-virus 
and anti-malware 
software, and other 
similar products to 
prevent the loss or 
corruption of data;
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GENERAL CONSIDERATIONS

Videoconferences

Password Protect All 
Meetings

Verify Attendees At 
Start Of & During Call

Use Video to Show 
Who You Are & Who 
Everyone Else Is

Avoid Shared 
Videoconference 
Links

Report Suspicious 
Activity

Use Only Secure 
Video and Phone 
Conference Services

All Conference Calls 
Should Have End-to-
End Encryption



PBA Formal Opinion 2020-400 

(Endorsement of D.C. Bar 
Association Ethics Opinion 

377:  Duties When a Lawyer Is 
Impaired)

27



What if 
your 

partner or 
associate is 

impaired?

• What is the duty of partners or 
supervisory lawyers who believe that 
another lawyer is suffering from a 
significant impairment? 

• When is an attorney required to report 
another attorney to the Disciplinary Board 
based on a perceived impairment?

• What duties does a firm have if a lawyer 
with a significant impairment leaves the 
firm? 
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What Rules 
are 

Implicated?

• Rule 1.4: The Duty to 
Communicate

• Rule 1.16: Termination of 
Representation

• Rule 5.1: The Duty to Supervise

• Rule 8.3: The Duty to Report
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Rule 5.1 

Responsibilities 
of Partners, 

Managers, and 
Supervisory 

Lawyers

" …A partner in a law firm, and 
a lawyer who … possesses 
comparable managerial 
authority … shall make 
reasonable efforts to ensure 
that the firm has in effect 
measures giving reasonable 
assurance that all lawyers in the 
firm conform to the Rules of 
Professional Conduct." 
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What’s 
Reasonable?

▪ Rule does not specify but a written 
policy will be useful.

▪ The policy can provide for an 
anonymous reporting mechanism 
and steps the firm will take to 
ascertain whether an impairment 
exists and how to address it, 
including  remediation of the issue. 

▪ A policy provides consistency in the 
handling of a difficult situation and 
creates a culture where both 
reporting problems and providing 
support for mental health issues 
are equally encouraged.
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Rule 1.16 
Terminating the 
Representation

A firm may decide that a lawyer 
should withdraw from a 
representation under Rule 1.16 
(a)(2) because "the lawyer's … 
mental condition materially 
impairs the lawyer's ability to 
represent the client."
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Rule 1.4
Communications

If the lawyer is withdrawn from 
the case or if the lawyer's 
participation is curtailed, there 
may be a need to advise the 
client of a change in the 
handling of the matter, 
pursuant to Rule 1.4's 
requirement that clients be 
kept reasonably informed of 
the status of their case
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Polling Question 4
Can I use my personal and professional 
judgment about reporting a lawyer who I 
know has misappropriated client funds 
because of a drug habit?  For example, 
may I speak with the lawyer and try to set 
up a plan to get into counseling and try to 
pay the client funds back instead of 
snitching on the lawyer? 

➔Answer YES, NO, or MAYBE.  
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Polling Answer 4

No and no 

The duty to report under Model 
Rule 8.3 (Reporting Professional 
Misconduct) is mandatory
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Rule 8.3
Reporting 

Professional 
Misconduct

A "lawyer who knows that 
another lawyer has committed 
a violation of the Rules … that 
raises a substantial question as 
to that lawyer's honesty, 
trustworthiness or fitness as a 
lawyer in other respects, shall 
inform the appropriate 
professional authority." 
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Lawyers 
Concerned 
for Lawyers

•https://www.lclpa.org/
wp-
content/uploads/2020/
04/COVID-19-
RESOURCES-UPDATE-
LCL-PA-4.17.20.pdf

•https://www.lclpa.org/

37



COVID-19 & Organizational Dynamics
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Polling Question 5

Do you know if your company, firm or 
organization has a policy regarding social 
media posts on your private accounts and 
other private activities that may reflect on 
the company?

➔Answer YES, or NO, or MAYBE.  
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Polling Answer 5

Find out; in the remote 
environment there have 
been multiple high profile 
reports of employer 
disciplinary actions against 
employees who violate 
these policies. 
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Polling Question 6

Do you know your company, firm or 
organization’s policy regarding in-person 
meetings?  

➔Answer YES, or NO, or MAYBE.  
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Polling Answer 6
Some companies treat a request 
for an in-person golf outing 
differently than a request to 
attend an in-person board 
meeting or request to review 
documents in a war room.

Best answer is to check with your 
organization’s representative for 
approval before agreeing to an 
in-person meeting.
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THANK YOU
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