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The New Normal of Working from Home1 
 

Moderator:  Deborah Winokur, Cozen O'Connor 
 
Presenters:  Diana K. Ashton, Finnegan, Henderson, Farabow, Garrett & Dunner LLP 

Keturah Pestel, CFE, FLMI, Thrivent Financial 
 
I. Attorneys’ duties to protect client confidential information 

A. Review Model Rules 1.1 (Competence) and 1.6 (Confidentiality)  

B. Discuss conclusions of Formal Opinion 2020-300 of the Pennsylvania Bar Association and 
need to ensure the following : 

(1) Security of all communications, including telephone calls, text 
messages, email and video conferencing; 

(2) Information transmitted through the Internet is done in a 
manner that ensures confidentiality of client communications and other 
sensitive data; 

(3) Remote workspaces are designed to prevent disclosure of 
confidential information in both paper and electronic form;   

(4) There are proper procedures to secure and backup confidential 
data stored on electronic devices and in the cloud; and 

(5) Remote non-lawyer staff are educated about and have the 
resources to make their work compliant with the Rules of Professional 
Conduct.   

C. Discuss how these rules and requirements specifically relate to lawyers representing 
institutional investors: 

(1) How to handle concerns about HIPAA, social security numbers; 
and other sensitive information; 

(2) What to do about disposing of sensitive papers; and 

(3) How to protect against invasion of privacy by others sharing the 
home. 

II. Issues Around Wellbeing and Attorney Impairment 

 
1 With a pandemic confronting us and many of us forced to move rapidly to a remote work environment, we tend to focus on the operational 
and logistical issues to ensure that work is performed efficiently and in a manner that can meet ever-changing demands. There are, however, 
professional responsibility rules that must be complied with and addressed when working remote.  This panel will touch upon the ethical issues 
facing businesses and attorneys in today’s environment, including issues with outsourcing legal services and cybersecurity. 
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A. Review Model Rules 1.1 (Competence), 1.16(a)(Declining or Terminating 
Representation) and 5.1 (Responsibilities of Partners, Managers, and Supervisory Lawyers) 

B. Discuss conclusions of Formal Opinion 2020-400 of the Pennsylvania Bar Association 

C. Discuss policies and procedures to support wellbeing 

(1) Ways to connect people when meeting in-person is not 
possible; and 

(2) Developing empathy; 

III. Operations Issues 

A. Discussion of Model Rule 1.5 (Fees) and how to accurately bill time for interrupted 
work; 

B. Best tools for providing stellar client service; 

C. Discussion of Model Rule 1.4 (Communication) and brain science (how to connect with 
clients and keep in relational mode);  

D. Resources that companies and firm can provide to be good humans;  

i. Making resources available for home equipment, providing salespeople 
with loans and addressing childcare or elderly care needs.   

E. Social media posts and other private activities that may reflect on the company; and 

F. How to address attorney requests for in-person meetings and events. 

a. Is there a difference between a request to attend a golf outing v. a board 
meeting or need to review documents in a war room? 

 


